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Data Center/Exchange Code of
Practice

Introduction
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This code of practice applies to all Omantel
employees and visitors (non-employees) with
physical access to any of the Data Centers and
Exchanges of Omantel. Authorized individuals
should hence sign the undertaking below and
agree to comply with this code of practice.
Code of Practice:

1. Individuals must conduct themselves in a
professional manner while accessing the Data
Centers and Exchanges and will be
responsible for their actions.
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2. Individuals should not disclose or share
access codes, card or prop doors open.
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3. Visitors should always be accompanied by
an authorized Omantel employee.
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4. Visitors should log access in the visitors log
book.
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5. All Omantel employees reserve the right to
challenge anyone in work area whom they
suspect of not being authorized. Such incidents
should be reported to the Security guards
immediately.
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6. Employees/Individuals should not allow
tailgating (Tailgating means allowing others to
enter the datacenter, pop & exchange without
using access cards )

s Y rland) aae o Y/ il sl e iy 6
AN Flandl Jim agdl s Jsdall) agdl 5 Jaaly
(Js3 lilay

7. ldentity card should always be worn while
working in the datacenter and exchange
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8. The datacenter should be kept tidy at all
times. New equipment should be unpacked

only outside the datacenter room.
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9. All rack enclosures should be kept neat and
free of manuals, diskettes, cables and other
unwanted items. Doors on all racks should
remain closed at all times except while
performing maintenance and servicing.
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10. All resources in use (Servers & Network
Equipment and accessories) should be moved
only by authorized employees responsible for
the resource.
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11. Damaged, broken, obsolete equipment
which are no longer in use must be immediately
disposed of in coordination with the concerned
department. (Refer: Omantel Authority Manual
for disposal approvals)
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12. Equipment spare parts should be stored in
the separate rooms.
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13. Still and movie/video cameras should be

used in the datacenter ONLY with prior
approval from Information Security
Department.
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14. Employees/Individuals should comply with
all relevant policies and be aware of all the
amendments
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15. Cables should never be strung outside of
rack enclosures. Cabling between rack
enclosures of adjacent racks is strictly not
allowed.
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16. Floor tiles should not be left open. Do not
plug any device into another cabinet’s power

supply.
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15. All civil work such as carpentry, tile shaping
etc, should not be carried out inside the
Datacenter or Exchange.
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19. All situations, hazards and potential
incidents that may have either a health and
safety or a loss of service implication should be
reported to the security immediately.

(Ja88 (pdla gall)
Glag o Aokl g daall e il Ll ) 6<o 8 Alaiag
s danall

20. Eating, drinking and smoking inside the
Datacenters and Exchanges is STRICTLY
PROHIBITED at all times.
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Undertaking Agadl)
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gravity of the offence / violation as per the g ) 1 ) Filan]l v )
applicable policy and the prevailing laws of SR A
Oman.
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