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Office Premise Code of Practice

(For both Omantel staff and VVendor staff)

Introduction:

This code of practice applies to all Omantel
employees, vendors, contractors and other third
parties who access Omantel office premises.
Authorized individuals should hence sign the
undertaking below and agree to comply with this
code of practice, while working at Omantel
premises.
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Note: Additional conditions and code of practice are
applicable for data center and exchange access and
are documented separately.

1. Individuals must conduct themselves in a
professional manner and will be responsible for
their actions in respect of information security.
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2. Individuals should not disclose or share access
codes, card pass or prop doors open.
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3. Omantel Employees reserve the right to
challenge anyone in work area whom they
suspect of not being authorized. Such incidents
should be reported to the Security guards
immediately.
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4. Individuals should not allow tailgating of
unauthorized individuals (Tailgating means
allowing other individuals to enter or exit the
premises without using his/her authorized
access card alongwith the Omantel employee)
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5. Identity card should always be worn while
entering and working in the Omantel work area
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6. No papers, files, books or any other material
should be left behind on the desk while leaving
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8. All personal belongings should be stored inside
the allocated cabinets.
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9. Cabinet doors allocated if any must be kept
closed and locked when not used.
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10. All critical paper documents should be stored
in a safe and secure place.
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11. Paper disposal bins are provided below the
desk, to dispose of unwanted paper.
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12. All confidential & highly restricted documents
should be shredded in cross cutting shredder
when no longer needed or else kept in a safe
and secure location.
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13. Computer media, Removable Media, CDs,
tapes etc. containing confidential information
or highly restricted information should not be
left unattended. They should be stored in
suitable locked cabinets when not in use,
especially after working hours.
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14. Individuals should not leave papers unattended
on printer trays, photocopiers, fax machines or
their desks.
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15. Individuals should be aware of all current
applicable policies and shall comply with them.
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16. All situations, hazards and potential incidents
that may have either a health and safety or a
loss of service implication should be reported
to security immediately.
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17. Individuals should report all accidents,
dangerous occurrences and even near misses to
the Health & Safety to the facility
management.
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health and safety exercise such as Fire Drills,
Medical Emergency training etc.
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Undertaking

I have read and understood the above code of ; n . S C e
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access to work in Omantel work area. In the event
of aviolation of this policy - deliberate or otherwise,
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Civil ID (for Vendor Staff):

Company Name (for Vendor

(3:8Lxiall S ) il sad) Aiall A gl ALy

Signature of Staff/User
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